Abstract. We show how efficient and secure cryptographic mixing functions can be constructed from low-degree rotation-invariant φ functions rather than conventional S-Boxes. These novel functions have surprising properties; many exhibit inherent feeble (Boolean circuit) one-wayness and offer speed/area tradeoffs unobtainable with traditional constructs. Recent theoretical results indicate that even if the inverse is not explicitly computed in an implementation, its degree plays a fundamental role to the security of the iterated composition. To illustrate these properties, we present CBEAM, a Cryptographic Sponge Permutation based on a single 5 × 1-bit Boolean function. This simple nonlinear function is used to construct a 16-bit rotation-invariant φ function of Degree 4 (but with a very complex Degree 11 inverse), which in turn is expanded into an efficient 256-bit mixing function. In addition to flexible tradeoffs in hardware we show that efficient implementation strategies exist for software platforms ranging from low-end microcontrollers to the very latest x86-64 AVX2 instruction set. A rotational bit-sliced software implementation offers not only comparable speeds to AES but also increased security against cache side channel attacks. Our construction supports Sponge-based Authenticated Encryption, Hashing, and PRF/PRNG modes and is highly useful as a compact "all-in-one" primitive for pervasive security.
Introduction
The only nonlinear component of the SHA-3 algorithm KECCAK [1, 2] is not a traditional S-Box but a rotation-invariant φ function [3] . It has been widely observed [4] that this 5 × 5 -bit function, χ, has a lower algebraic degree and circuit complexity than its inverse χ −1 (See Figure 1 ). This is a desirable quality in a Sponge-based cryptoprimitive as computation of inverse is not required in normal operation. Boura and Canteaut have showed that complex inverse makes the resulting iteration strong even if it is not explicitly computed [5] . We have discovered new functions of φ type which exhibit much more radical asymmetry than the χ function of KECCAK.
Sponge-based constructions offer perhaps the best route to shared-resource (combined encryption and MAC state) authenticated encryption via the Duplex construction [6, 7, 8, 9, 10] . This motivates our investigation of higher-degree φ functions as we believe that they are better suited for Sponge constructions than traditional block cipher design methodologies that require efficient computation in both directions.
Our contributions and structure of this paper. We first give some basic observations on φ functions and their cryptanalysis in Section 2. Inspired by our discovery of a unique, particularly strong 5-input φ function, we propose a cryptographic permutation named CBEAM which can be used for hashing, authenticated encryption, and other purposes. Section 3 gives a formal definition of the CBEAM Sponge Permutation π, followed by analysis in Section 4.
This "Cryptographic Swiss Army Knife" Sponge primitive uses a fast 16 × 16 -bit φ function of Degree 4, with 13 terms in its ANF polynomial for each output bit. Its asymmetry is evident as its inverse has degree 11 and 13465 terms for output each bitsee Section 4.3 and Appendix D.
Based on extensive experimentation we conjecture that these functions exhibit inherent feeble one-wayness as defined by Hiltgen for circuit complexity. This indicates high algebraic resistance for our construct [5] and shows that φ functions are in some ways superior to conventional designs based on S-Box lookups.
In Section 5 we describe implementations of CBEAM for x86-64 AVX2 instruction set and for the 16-bit MSP 430 ultra-low power microcontroller. CBEAM is as fast as fastest AES implementations (without dedicated AES hardware) on both of these platforms, but has significantly smaller implementation footprint on both. Significant area-speed trade-offs are possible in hardware, as demonstrated by our two reference VHDL implementations.
Our conclusions in Section 6 are followed by test vectors and cryptanalytic tables in Appendices.
Rotation-Invariant φ Functions
Introduced in Daemen's 1995 PhD Thesis [3] , φ functions are rotation-invariant n-bit invertible (bijective) functions. We use a slightly different notation from Daemen who used φ to denote non-invertible as well as invertible rotation-invariant functions.
Definition 1. Let f : {0, 1}
n → {0, 1} n be a function from n-bit vectors to n-bit vectors. f is a φ function if it is bijective (uniquely invertible) and rotation-invariant:
Proof. Directly from rotation invariance. Constant 1 has Hamming weight 1.
Each output bit of the function may be dependent only on some subset of n input bits. This subset is not arbitrary; we found that neighboring input bits are more likely to yield invertible functions. In the present work φ 5 is a specific 5 × 1 -bit function and φ 16 is a 16 × 16 -bit function defined by it as per Lemma 1. We note that each output bit of the inverse function f − 1 may be dependent on all input bits even though this is not the case for f (See Figure 1.) 
